ITpunoxxenue NO 2

HNuadopManmnoHHaa NaMATKA JJIA O0YJIAIOIINXCA /1A pa3dMenleHUA

Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXXIpIM TOZIOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCA OOJIbINE, a IIKOJBHUKH OJHU U3
caMbIX aKTHUBHBIX IOJIb30Baresiedl Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECEeT W MpoOsieMbl. JTa MaMATKA JIOJDKHA IIOMOYb Tebe
6e30I1acHO HAXO/IUTHCA B CETH.

KommbpioTepHbIe BUPYCHI

KoMnpoTepHBIN BUPYC - 5TO PA3HOBUHOCTh KOMIIBIOTEPHBIX IIPOTPAMM, OTJIMYUTETBHOU
0COOEHHOCTBIO KOTOPOMU SIBJIAETCS CIIOCOOHOCTh K PAa3MHOKEHHIO. B onoTHEHNE K 3TOMY,
BUPYChl MOTYT IIOBPEAUTh WJIU IIOJHOCTHIO YHUUYTOXKUTH Bce alyibl U JIaHHBIE,
MIOKOHTPOJIBHBIE TI0JIB30BATEN0, OT WMEHH KOTOpOro ObLua 3amylleHa 3apakeHHas
IIporpaMMa, a Tak»ke IOBPEAUTD WIH JaXKe YHUUTOKUTH OIePAIlMOHHYIO CHCTEMY CO BCEMU
daitamu B iesioM. B 60OBIIMHCTBE CIIyYaeB PaCIIPOCTPAHAIOTCSA BUPYCHI Yepe3 HHTEPHET.
MeTo/ibl 3alTUTHI OT BPEZJOHOCHBIX IPOTPAMM:

1. Mcnosp3yll COBpeMEHHBIE OIEepAI[MOHHBIE CHUCTEMbBI, UMEIOIUE CEPhE3HBIA YPOBEHBb
3aIUTHI OT BPEJIOHOCHBIX IIPOTPAMM;

2. TlocrosHHO ycraHaBimBadl mnaytu (OUPOBBIE 3aIJIATKH, KOTOPHIE ABTOMATHYECKU
YCTQHABJIWBAIOTCS C IEIbI0 JIOPAOTKM TIPOTPAMMBbI) W JPYTHe OOHOBJIEHUS CBOEH
omnepanuoHHOU cucteMbl. CKauynBal UX TOJIBKO ¢ OUITMAIBLHOTO caiita pa3paborunka OC.
Eciu cymiecTByeT peskiM aBTOMaTUYECKOTO OOHOBJIEHHS, BKJIIOYH €T0;

3. PaboTaii Ha cBOEM KOMIIBIOTEPE ITIO/I IPABaMH II0JIb30BATEJSA, & HE a/IMUHUCTPATOPA. ITO
HE TI03BOJIUT OOJIBIIIMHCTBY BPEJOHOCHBIX IPOTPAMM HMHCTAJUIUPOBATBCA HA TBOEM
[IepCOHAJIBHOM KOMITBIOTEDE;

4. Vicnonb3yll aHTUBUPYCHblE MPOTPaMMHBIE MPOAYKTHl U3BECTHBIX IIPOU3BOAUTEJIEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuub Ppu3UUECKUH IOCTYI K KOMIBIOTEPY /18 IOCTOPOHHUX JIUII;

6. Vcnosp3yll BHeIlIHHE HOCUTEIU UH(poOpManuy, Takue Kak (emnika, 1uck win ¢ait us
WHTEPHETA, TOJIBKO U3 MPOo¢epPEeHHBIX HCTOUHUKOB,;

7. He oTKpBIBall KOMIBIOTEPHBbIE (DAWIIBI, TTOJTyUeHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. [lake
Te ¢ailabl, KOTOPble IPUCIIAT TBOM 3HAKOMBIH. JIyulle yTOUHU y Hero, OTIPAaBJIsI JU OH
Tebe uX.

Cerun WI-FI

Wi-Fi - 3T0 He BU/ nlepeiauu TaHHBIX, HE TEXHOJIOTHs, a BCero JIMIIb OpeHsi, Mapka. Eie B
1991 TOy HUJIepJIaHACKasA KOMITaHUA 3aperucrpupoBayia opens « WECA», uto 0603HavaIo
cinoBocouetanne «Wireless Fidelity», kotopeiii mnepeBoauTcsi Kak «bOecrpoBOAHASA

TOYHOCTDb».



Jlo Hallero BpeMeHH JoIia Jipyrasg abOpeBuarypa, KOTOpas SBJSETCA TaKOH ke
TexHoJsiorueh. ITo abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JIAHO C HAMEKOM Ha
CTaHJAPT BBICHIUN 3BYKOBOM TexHUKH Hi-Fi, 4yTo B IlepeBo/ie O3HAUYaeT «BBICOKAs
TOYHOCTBH>.

Jla, OecIUTaTHBIA WHTEPHET-ZOCTYI B Kade, OTENAX U a’3pOIOPTax SABJISIETCA OTIUYHOU
BO3MOXKHOCTBIO BBIXOJ]a B MHTepHEeT. HO MHOTMe 3KCIEPThI CYUTAIOT, UYTO OOIIENOCTYITHbIE
Wi-Fi cetu He ABJA0TCA O€30I1aCHBIMH.

CogeTsl 110 6€3011acHOCTH paboTe B 00IIeIOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro uuHy0 nHpopMaruio yepes obmenoctynabsie Wi-Fi cetu. PabGoras
B HUX, JKeJIaTeJIbHO He BBOJUTD IIAPOJIU JOCTYTIA, JIOTUHBI U KaKHe-TO HOMepa,

2. Vcronb3yih U OOHOBJISA aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMayep. TeM caMbIM ThI
obe3omacuIlrb cedst OT 3aKaUKU BUPYca Ha TBOE YCTPOMCTBO;

3. IIpu wucmonpzoBanuu Wi-Fi otkiaoun ¢yHknuio «O6mui goctyn K daiiaMm u
npuHTepaMm». JlaHHasg (QYHKOMA 3aKpbhiTa 110 YMOJYAaHUIO, OJHAKO HEKOTOpPhIE
IT0JIb30BATEIN AaKTUBHUPYIOT €€ IS y00CTBA UCIIOJIb30BaHUS B paboTe Wiu yueoe;

4. He ucnosnw3yit mybsumunbiii WI-FI 11 mepejadm JIMYHBIX JAHHBIX, HalpUMep IS
BBIX0/IA B COITUAJIPHBIE CETH WJIH B 3JIEKTPOHHYIO IIOUTY;

5. lmosib3y# ToIbKO 3ammuineHHoe coequHenne yepe3 HTTPS, a ae HTTP, 1.e. mpu Habope
Beb-ajipeca BBOAU UMEHHO «https://»;

6. B mo6uiibHOM Testedone oTkiaoun GyHKIuoO «Ilopkmouenne k Wi-Fi aBromaTnueckm».
He nomyckail aBTOMaTH4YeCKOro MOAKJIIOYEHUs ycTpoicrtBa K cersiMm Wi-Fi 6e3 TBoero
COTJIACHS.

CoruasbpHbIe CETU

ConuasibHblE CETH aKTUBHO BXOJAT B HAILY >KU3Hb, MHOTHE JIIOJIU PAOOTAIOT U JKUBYT TaM
MIOCTOSIHHO, a B Facebook y»ke 3aperrucTpupoBaH MUJIHAD/, YEJIOBEK, UTO SIBJISETCA OTHOUN
ceIbMOU BCeX JKUTeJIeH IIaHeThl. MHOTHE M0JIb30BaTe Il He IOHUMAIOT, YTO WHDOpMAIIHA,
pasMellieHHass UMM B COLMAJIBHBIX CETSX, MOKeT OBITh Hal/ieHa M HCIIOJIb30BaHA KeM
YTOHO, B TOM YHCJIe He 00513aTeJIbHO ¢ O6JIaruMu HaMepEeHUsIMH.

OcHOBHBIE COBETHI IO 6€30ITACHOCTH B COITUATBHBIX CETSX:

1. OrpaHNYb CIIUCOK JIpy3eh. Y TeOs B IPY3bsX HE IOJIKHO OBITh CITyJaHBIX U HE3HAKOMBIX
JIIOZIEH;

2. 3amuinai cBOK0 YacTHYIO *KU3Hb. He yKaspIiBali mapoJiu, TeaedoHsbl, aapeca, 1aTy TBOETO
POKIEHUS U JIPYTYIO JIMUHYI0 HHGPOPMAIU. 3JI0YMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh
naxke TH(POPMAIUIO O TOM, KaK Thl U TBOU POJIUTEJIH IIJITAHUPYETE ITPOBECTH KAHUKYJIbI;

3. 3amuiIai cBOIO peIyTaIuio - IEP;KU ee B UMCTOTE U 3a/1aBail cebe BOMPOC: XOTes ObI THI,
YTOOBI JIpYyTHE TOJIb30BATEN BUJIEJIH, UTO ThHI 3arpy»kaenib? [logymai, mpexae 4eM U4TO-TO

Ol'Iy6J'II/IKOBaTb, HaIInuCaTb U 3aIrpy3UTh;



4. Ecyii ThI TOBOPHIITH C JIFDIBMHU, KOTOPHIX HE 3HAEIb, He UCIIOJIb3YH CBOE peasbHOE UM 1
ZPYTYIO JTUYHYI0 HHGOPMAIUH: UMsI, MECTO JKUTEJIbCTBA, MECTO YUIeObI U ITPOYEE;

5. 36eraii pasmenenus pororpaduii B IHTepHeTe, r7e Thl U300pakeH Ha MECTHOCTH, I10
KOTOPOU MOKHO OIIPEJIEJIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanmuu B COIMAJIBLHOU CETU HEOOXOIMMO HCIIOJI30BaTh CJIOXKHBIE ITApOJIH,
cocrosue u3 OykB U IUdp U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 1A conmasbHOM CeTH, MOUTHl U JAPYTHUX CANTOB HEOOXOAMMO HCIOJIB30BaTh pa3HbIE
naposu. Torma ecsm Tebs B3JIOMAIOT, TO 3JIOYMBINUIEHHUKH IOJIyYaT JOCTYH TOJIBKO K
O/THOMY MECTY, a He BO BCe cpasy.

DJIeKTPOHHBIE JIEHbI'U

ONEeKTPOHHBIE JIEHBPTH — 3TO OYeHb YAOOHBIM CIOCOO ILIaTe)kel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT IIOJIyYUTh 3TH JIEHBI'H.

ONIeKTPOHHBIE JIEHbIU IOSABUJINCH COBCEM HEJIABHO M HMMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapCTBaX /IO CUX IOP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (PYHKIIMOHUPYIOT U O HUX Y?Ke ITPOIHMCAHO B 3aKOHE, I7I€ X Pa3ZesAaioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE I HE aHOHUMHbIEe. Pa3HUIIA B TOM, YTO aHOHUMHBIE - 3TO
Te, B KOTOPBIX pa3peliaercs IPOBOAUTD onepanuu 6e3 uieHTU(GUKAIUY 10JIb30BaTeNs, a B
HEaHOHUMHBIX U/IeHTHU(PUKAIINY TT0JIb30BATEIIS ABJIAETCS 00A3aTETbHOM.

Taxke cieyer pasjiudaTh 3JEKTPOHHBbIE (UaTHbIE JEeHbI'H (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HepUaTHBIE JIEHbI'H (He PABHBI TOCYAaPCTBEHHBIM BATIOTAM).
OcHOBHBIE COBETHI 110 6€30TaCHOM PaboTe C 3JIEKTPOHHBIMY JIEHbraMH:

1. ITpuBsku K cuery MOOWIBHBIA TesieOH. DTO caMblil YAOOHBIA U OBICTPBHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYIl K cueTy. IIpuBsA3aHHBIA TesedOH MOMOXKET, ecau 3abyelb CBOU
IIATeXXHBIU I1apOJIb WIN 3ali/lelllb Ha CAUT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3yit ofHOpa30Bble maposin. [locsie mepexosa Ha YCUJIEHHYI0 aBTOPHU3ALUIo Tebe
y2Ke He OyZleT yrposKaTh OMACHOCTh KPAXKU WJIU TlepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu coxkHBIHM aposib. [IpecTymmHUKaM OyeT He IPOCTO yraJlaTh CAOKHBINA MApPOJb.
Haziexxuble maposii — 3TO MapoJId, KOTOPhIE COJIEpKAT He MeHee 8 3HAKOB U BKJIIOYAIOT B
cebs1 CTpOUHBbIE W IPOMHUCHBIE OYKBBI, MUMPHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HaK
ZoJuiapa, GyHTa, BOCKJIMIATEIbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CAUTAX, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHAsA MMOHTA

OJIeKTPOHHAs IM0YTa — JTO TEXHOJIOTHSA U IMPENOCTABJIIEMbIE €10 YCJIYTH IO TEePeCchUIKe U
MIOJTyYE€HHUIO AJIEKTPOHHBIX COODIIEHUH, KOTOPhIE PACHPEAEAIOTCSA B KOMIIBIOTEDHOH CETH.
OOBIYHO  2JIEKTPOHHBIM  TOYTOBBIA  SIIUK  BBINVISAUT  CIEAYOIIUM  00pa3oM:
HUMsI_II0JIb30BaTeIA@UMs_JioMeHa. Takyke KpoMe Iepefayd IMPOCTOrO TEKCTa, MMEeTCs

BO3MOXKHOCTD IlepeiaBaTh (pailyibl.



OCHOBHBIE COBETHI 110 6€30TIaCHON PaboTe ¢ 3JIEKTPOHHOU ITOYTOMH:

1. Hajo BBIOpaTh MpaBWJIBHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOD
OecrIaTHBIX ITOYTOBBIX CEPBUCOB, OJHAKO JIy4llle JOBEPATh TEM, KOTO 3HAellb U KTO
IIEPBHIN B PEUTHUHTE;

2. He ykaspiBail B JINYHOU moOUTe JUUYHYIO wHpopManuw. Hampumep, jydiine BbIOpaTh
«My3bIKaJIbHBIN__(aHaAT@» WU «POK2013» BMecTO «TeMal3»;

3. Hcnonp3yl JIByXSTAIHYI0 aBTOPHU3ALMI0. DTO KOrja MOMHMO IApoJis HY>KHO BBOJUTH
KO/JI, IpuchL1aeMblii mo SMS;

4. Bpibepu cyIOKHBIN Maposib. A KaKAOro IOYTOBOrO SIIUKA JOJDKEH OBITh CBOM
Ha/IE’KHBIN, YCTONYHUBBIN K B3JIOMY ITAPOJIb;

5. Eciim ecTb BO3MOXKHOCTh HAIllMCAaTh CaMOMY CBOM JIMYHBINA BOIPOC, UCHOJIB3YU 3TY
BO3MOXKHOCTb;

6. Vcnosp3yll HECKOJIBKO THOYTOBBIX AIMMKOB. [lepBBIN /Iy 4YaCTHOM IIEPENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. TO BJIEKTPOHHBIN aJipec He HaJl0 UCII0JIb30BaTh IIPU
perucrpanuu Ha popymMax u canTax;

7. He oTkpbIBail (haiyibl U JIpPyTHE BJIOKEHUSA B NMMHUChMaX JlaKe €CJIM OHU IPUIILIA OT TBOUX
npy3ei. JIydiiie yTOUHHM y HUX, OTIIPABJISIIA JIU OHU Tebe 3TU (paiisibl;

8. Ilocsie okoHUaHUA PabOTHI HA ITOYTOBOM CEPBHUCE IE€pe]] 3aKPBITHEM BKJIQJIKA C CAUTOM
He 3a0y/1b HAXKaTh Ha « BBIATH».

Ku6epOy TMHT MIH BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOysistuHT — mpecsie/ioBaHue COOOIEHUAMH, COAEPIKAIUMU OCKOPOJIEHH S, arPeCCHIo,
3allyTUBaHUE; XYJUTAHCTBO; COLMAJIbHOE OOWKOTHPOBAaHHE C TIOMOIIBIO Pa3IMIHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 6OPHOE ¢ KUOEPOYIITUHTOM:

1. He Opocaiics B 60ii. JIyumuii crioco6: mocoBeTOBaThCs Kak ce0s1 BECTH U, €CJIM HET TOTro, K
KOMY MOJKHO OOpaTHTBhCSA, TO BHAuajle YCIOKOUThCA. Ecau ThI HauvHEINIb OTBeYaTh
OCKOPOJIEHUSIMHU Ha OCKOPOJIEHHS, TO TOJIBKO eIlle O0JIbIIe Pa3oskKelTb KOH(IIUKT;

2. YpaBisi cBoel KubepperyTaruye;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIOCOOBI BBIACHUTb, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJUTaHCKUUA 00pa3 BUPTYyaJIbHOU KU3HH. VIHTEpHET (PUKCHUPYET BCE
TBOHU JIEUCTBUSA U COXPaAHSIET UX. YIAJIUTD UX Oy/IeT KpaliHe 3aTPy/THUTEIIBHO;

5. Cobuto1ail CBOY BUPTYaAJIbHYIO YECTh CMOJIO/NY;

6. UrHopupy¥i efuHUYHBIA HeraTuB. OTHOPa30Bble OCKOPOUTEbHBIE COODINEHUS JIydIle
UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpalaeTcss Ha Ha4aJIbHOH CTaiuu;

7. ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COIHAJIBHBIX

CETSAX €CTh BOBMOKHOCTD OJIOKUPOBKH OTIIPABKU COOOIIEHUH C OIIPe/IeJIEHHBIX aJ[PECOB;



8. Ecim TBI cBuzerenby kubepOysutmHra. TBOM  JIEHCTBUS: BBICTYIUTHh IMPOTUB
Tpecsie/IoBaTesisi, IOKa3aTh €My, YTO €ro JeWCTBUs OLIEHUBAIOTCA HETATHUBHO, MO/JIEPKaTh
J)KEpTBY, KOTOPOU HyKHA IICUXOJIOTHYEecKas IIOMOIb, COOOIIUTH B3POCJIBIM O ¢aKTe
arpecCUBHOTIO MTOBEJIEHUS B CETH.

Mob6wibHbIN TenedoH

CoBpeMeHHbIe cMapTGhOHBI U IJIAHIIETHI COZEPKAT B cebe BIIOJTHE B3POCbIN (PYHKITMOHAII,
U Telepb OHU MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMU KOMIIbloTepamu. OHAKO, CPEJICTB
3aIUTHI JIJISI TOAOOHBIX YCTPOUCTB IMOKA 0YeHb Majio. TeCTHpOBaHUE U MIOUCK ysI3BUMOCTEN
B HUX IPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 114 [IK, To ke camoe kacaercsa U MOOMIJIBHBIX
MIPUJIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3ephl yKe MPaKTHYeCKH JOTHAJIU HACTOJIbHBIE aHAJIOTH,
OIHAKO pacmupeHre (GyHKIMOHAIA BileueT 3a cOOOM OOJIBIIYIO CJIOKHOCTh U MEHBIILYIO
3aIUIIEHHOCTb.

Jlasleko He Bce IPOU3BOJIUTEN BBIIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTUUECKUE
YSA3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 11 6€30MaCHOCTH MOOWIBLHOTO TesiedoHa:

1. Huuero He sBJsieTCs MO-HACTOSIIEMY OecrylaTHBIM. Byab OCcTOposkeH, Bellb Korjaa Tebe
IpeJyIaraoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO IIJIATHBIE YCIIYTH;
2. Jlyma#i, mpex/ie ueM oTrnpaBuTh SMS, ¢hoTo uiu Bujieo. Thl TOUHO 3HAEIID, TI€e OHHU OyayT
B KOHEYHOM HUTOTE?

3. Heo6x0a1MO OOHOBJIATH OTIEPAIIOHHYIO CUCTEMY TBOETO CMapTQOHA;

4. Vicnosib3yit aHTUBUPYCHBIE IIPOTPAMMBI JIJIs1 MOOWJIBLHBIX Te1e(pOHOB;

5. He 3arpykaii mpuIoKeHUsI OT HEU3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT COJiep>KaTh
BP€EJIOHOCHOE IMPOTrPaMMHOE 00ecTrieueHue;

6. Ilocie TOro Kak Thl BBIMJENIL C calTa, IJle BBOAWI JUYHYI0 WHOpPMaIuio, 3auil B
HaCTpOWKHU Opay3epa u yaaau cookies;

7. Illeproguyecky TpoBEPSHN KaKue IJIaTHBIE YCJIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. laBaii cBoii HOMep MOOMWJIBHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIb U KOMY
JTOBEPSIEITD;

9. Bluetooth s1o3xeH OBITH BBIKIIOUEH, KOT/IA ThI UM He I0JIb3yelllbcsa. He 3abbIBail MHOTIA
IIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHblE OHJIAWH-UTPBI - H5TO KpacoOYHble, 3axXBaThIBAIOIIHE pa3BJIEYEHUS,
00'beTMHAIONIE COTHU THICAY UYEJIOBEK 110 BCceMy MHPY. VITPOKU HCCIEAYIOT IAaHHBIA UM
MUp, OOIAIOTCA APYT C JIPYT'OM, BBIMOJIHSIOT 3aJaHUs, CPaKAIOTCA C MOHCTpaMH U
MIOJIyYarOT OIBIT. 3a YZIOBOJIBCTBUE OHU IUIATAT: MOKYMAIOT JAUCK, OIUIAYMBAIOT a0OHEMEHT

WJIN TPUOOPETAIOT KAKHUE-TO OIII[UH.



Bce aTH; cpezicTBa HAyT Ha MO//IEPKAHIE M PA3BUTHE UTPHI, a TAKXKe Ha caMy 0e30IacHOCTb:
COBEPIIIEHCTBYIOTCA CHCTEMBI ABTOPDU3AIlMH, BBIIMYCKAIOTCA HOBBIE maTdd (¢ poBbIe
3aIUIATKH JIJIS1 IPOTPAMM ), 3aKPBIBAIOTCA YSI3BUMOCTHU CEPBEPOB.

B nos106HBIX UTPaX CTOUT ONACAThCSA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPayKU TBOETO
[apoJisA, HA KOTOPOM OCHOBaHA CHCTEMA aBTOPU3AIINH OOJIBIIIHCTBA UTP.

OcHOBHBIE COBETHI 110 6€30IIaCHOCTY TBOETO UTPOBOTO aKKAYHTA:

1. Ecotu ipyroi urpok BezieT cebs IJIOXO0 WU co37aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH ero
B CITHCKE UTPOKOB;

2. [Toxkasyiica aiMIHUCTPATOPaM UTPHI Ha IJIOXO€E MOBEJIEHNE 3TOT0 UTPOKA, KeJIaTeJTbHO
MPUJIOKUTD KaKHe-TO JJOKA3aTeIbCTBA B BU/IE CKDUHOB;

3. He yxaspiBaii nuHy10 nHGOpPMAIMIO B Iipodalisie Urphl;

4. YBaxkall IPYTUX YYaCTHUKOB I10 UTPE;

5. He ycranasiuBaii HeoduraabHble IaTYX U MOJBI;

6. Vcriotb3yii c103KHBIE U Pa3HBIE MTAPOJIH;

7. Jla’ke BO BpeMs HIPbl HE CTOUT OTKJIIOYATh aHTUBHpPYyc. [loka Thl Wrpaemb, TBOH
KOMIIBIOTEP MOTYT 3aPa3UTh.

QUIIMHT WK Kparka JIMYHBIX JJAHHBIX

OOBIUHOM KpasKel JIeHeT U JIOKYMEHTOB CEro/iH:A y:Ke HUKOTO He y/IUBUIIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIUIEHHUKN II€PEMECTHIUCh B WHTEPHET, W IPOAOJIKAIOT
3aHHUMATHCA «JIIOOMMBIM» J€JIOM.

Tak mosBWIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (PUIIUHT, TJIAaBHAA I1I€JIb
KOTOPOTO COCTOUT B TTOJIy4YeHU U KOHMUIEHIIHATbHBIX JIAHHBIX MTOJIb30BaTeIEN — JIOTHHOB U
naposieii. Ha anrmmiickom si3bike phishing unraercs kak ¢umunr (ot fishing — prioHas
JIOBJIsI, password — mapoJib).

OcHOBHBIE COBETHI 110 OOPHOE ¢ HUITUHTOM

1. Cnen 3a cBoMM akkayHTOM. Ecyii ThI I0/103peBaelib, UTO TBOS aHKeTa Oblyla B3JIOMaHa,
TO HEOOXOZMMO 3a0JIOKMPOBATH €€ W COOOIIUTh aJMUHUCTPATOpPaM pecypca 00 3TOM Kak
MOXKHO CKOpee;

2. Mcnosp3yil OGe3omacHble BeO-CAalThl, B TOM YHCJIE, MHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM;

3. Vcnonp3y#l cioxkHble W pasHble mapoiu. Takum obpaszoMm, eciu Tebs B3JIOMAIOT, TO
3JI0yMBIIIUIEHHUKH TIOJIYYaT JOCTYIl TOJIBKO K OJTHOMY TBOEMY NPOQIJII0 B CETHU, a HE KO
BCEM;

4. Eciiu Tebs B3710Many, To He0OXOAMMO IPeAYIPENAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B IPY3bAX, O TOM, YTO TeOs B3JIOMAIN M, BO3MOKHO, OT TBOETO MMEHH
Oy/ieT pacchLIaThCS CIIaM U CCHLJIKU Ha (PUIIMHTOBbIE CAUTHI;

5. YcraHoBU HafiesKHBIN maposib (PIN) Ha MOOMIIBHBIN TesiedoH;



6. OTKJIIOYU COXpaHEHHE IapoJis B Opay3epe;

7. He oTkpbIBal paiiyibl U ApPYyTHE BJIOKEHUA B MUChMaX Jlaske €CJIM OHU MPUIILIN OT TBOUX
npysei. JIydiiie yTOUHH Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TH aiisibl.

[Mudposas pemyrarus

[MudpoBas pemyranus - 3TO HETaTUBHas WKW MO3UTHUBHas WHGOpPMAIUs B ceTU O Tebe.
Kommnpomerupyromasa wuHpopManus pa3MelleHHass B HWHTEPHETE MOXKeT CepPbe3HBIM
obpa3oM OTpa3uUTbCA HAa TBOeU peasibHOU ku3HHU. «lludpoBas pemyrauus» - 3TO TBOU
UMUK, KOTOPBIA (popMupyeTcs u3 nHGOPManuu o Tebe B UHTEPHETE.

TBOE MeCTO >KUTEIbCTBA, yueObl, TBOe (MHAHCOBOE MOJIOXKEHNE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIMBKHX - BCe 3TO HAKAILJIUBAETCSA B CETH.

MHoTHe TOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJIMKAllMU JIMYHOW WHGOPMAIUH B
HHTepHeTEe, HEe MOHUMAas BO3MOXKHBIX IMOCaeACTBUN. Thl gaxke HE CMOXKENIb JIOTAIAThCA O
TOM, 4TO ¢poTorpadusi, padMellleHHas 5 JIET Ha3a/l, CTajla MPUYNHON OTKa3a MPUHATDH TeOs
Ha paboTy.

KommeHnTapuu, padMmelnenue TBOUX gororpaduil U Apyrue AeucTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl UX yJIHIIb. Thl HE 3HaEIb, KTO COXPAHWI 3Ty WHGOPMAIUIO,
TornaJsa Jii OHa B IIOUCKOBbBIE CUCTEMBI U COXPAaHWJIACh JIU OHA, A TJIABHOE: UTO MOJIyMAalOT O
Tebe OKpyIKarIee JIIAU, KOTOpble HAUAYT U YBUJAT 3T0. Haiitu nHGOpMAIUo MHOTO JIET
CITyCTSI CMOJKET JIIO0OH - Kak U3 JOOpHIX MOOYKJIEHUH, TaK U ¢ HaMepPeHHEM MPUYUHUTD
BpeJI. TO MOXKET OBITh KTO YTOZHO.

OcHOBHBIE COBETHI 110 3aITUTe U(PPOBOU pemyTaIum:

1. I[ogymaii, mpexkzie 4emM UTO-TO MyOJIMKOBaTh W IlepefilaBaTh y cebs B OJiore wid B
COITMAJIbHOHU CEeTH;

2. B nacTtpolikax nmpoduss yCcTaHOBU OTpaHUYEHHUs HAa IPOCMOTP TBOEro Mpogujsd U ero
COJIEP>KUMOTO, CJIeJIall €T0 TOJIBKO «JIJIs IPy3€ei »;

3. He pasmemaii u He ykaszbiBall nH(pOpPMAIIUIO, KOTOPAsA MOKET KOro-JI1UO0 OCKOPOJIATH
WJIN OOMKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE NIKOJIBHUKN- aKTUBHbBIE II0JIb30BaTeNN MUGPOBOro MmpocrpaHcTBa. OgHAKO
JlaJleK0 He BCe 3HAIOT, UTO I0JIb30BaHHE MHOTHMU BO3MOXKHOCTAMHU HUGPPOBOTO MUpPaA
TpebyeT coOJTI0/IeHs ITPAaB HAa NHTEJIJIEKTyaJIbHYI0 COOCTBEHHOCTD.

TepMUH «HUHTEJJIEKTyaJbHasi COOCTBEHHOCTh» OTHOCHTCSA K PA3JIMUYHBIM TBOPEHUAM
YeJIOBEUECKOTO yMa, HAUMHAsA C HOBBIX H300peTEHWH © 3HAKOB, 00O3HAYAOIIUX
CcOOCTBEHHOCTh Ha WPOAYKTHI M YCJIYTH , U 3aKaHYMBasg KHUTAMH, (oTorpadusamu,
KUHODUIBMaMH U MYy3bIKQJIbHBIMH TPOU3BEIEHUSIMMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA WHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTb HA IPOU3BE/EHUSA

HAYKH, JINTepaTypbl U UCKYCCTBAa. ABTOPCKHE IIPaBa BBICTYIIAIOT B KaueCTBe FapaHTUU TOTO,



YTO HWHTeJUIeKTYaJIbHBIM/TBOpUeCKUH TpyZ, aBTOpa He OyZeT HampacHBIM, JacT eMy
CIpaBeJ/INBble BO3MOXKHOCTH 3apaboTaTh HA pe3ysjbTaTaX CBOErO TPy/la, IOJIyYUTH
M3BECTHOCTDh U NpusHaHue. HUKkTo Oe3 pa3pelieHus aBTOpa He MOXET BOCIIPOU3BO/IUTD €T0
IIPOU3BEJIEHUE, pacrpoCTpaHATD, yOINYHO JIEMOHCTPHUPOBATD, [IPO/iaBaTh,
MMIIOPTUPOBAaTh, IyCKaTh B IIPOKAT, IyOJMYHO WCIOJHATH, IIOKA3bIBATh/HUCIIOJHATH B
a¢upe niu pazmemats B UHTEpHETE.

Hcnonp30BaHNe «ITUPATCKOTO» MPOrPAaMMHOTO ObeclieueHrs] MOKET IPUBECTH K MHOTHUM
pUCKaM: OT IIOTEPU JIAHHBIX K TBOUM aKKayHTaM J0 OJOKUPOBKHU TBOETO YCTPOICTBA, TZE
YCTQHOBJIEHHBIM He JierajabHas IporpaMma. He cTouT Takke 3a0bIBaTh, UTO CYyILIECTBYET
JlerajibHble U OecIIaTHbIE IPOTPAMMBbI, KOTOPbIe MOKHO HAaUTH B CETH.

O noprase

CeteBHuOK.pd - TBOW INIaBHBIA COBETUUK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh O O€30M1aCHOCTH B CETH
HOHATHBIM U JIOCTYIHBIM SI3BIKOM, @ TIPH BO3HUKHOBEHMU KPUTHYECKOW CHUTyallud OOpaTHThCS 3a

COBETOM. A Taxke MNPHUHATD YUIaCTUC B KOHKYpPCax U CTaTb CaMbIM L[I/I(i)pOBLIM l"pa)KI[aHI/IHOM!



